IT Investment Strategies

Under the new Medium-Term Management Plan, the
budget for IT investments was increased to ¥500 billion,
a rise from the ¥440 billion budget under the previous
Medium-Term Management Plan, with the aim of fueling
5 5 future growth for SMBC Group. By effectively controlling
investments in existing IT areas via efficient management,
we will secure a significantly larger budget for strategic
investments. Specifically, we have secured a CEO budget
of ¥100 billion to be used for flexible investments in areas
5 in which the Group CEO expects growth in the future.
5 With this budget, SMBC Group will promote digitalization,
reinforce management foundations, and implement
business strategies.
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Digitalization

Efforts to transform business models and create new

value are being accelerated through the Digital Solution
Division, which was established to accommodate digital
transformations, as well as the Digital Strategy Department
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and the Corporate Digital Solution Department set up within
the Digital Solution Division. SMBC Group has received high
evaluations from external entities with regard to its efforts to
create new services, including non-financial services, leading
the Company to receive numerous awards.

Reformation and Reconstruction of Core Infrastructure
Supporting Future Businesses

SMBC Group is developing core infrastructure with an eye
toward the next decade based on the three perspectives

of flexibility, sustainability, and efficiency with the aim

of adapting to the medium- to long-term changes in the
business environment and in customer needs. Based on this
policy, accounting systems are being reformed to create the
framework for our efforts.

Please refer to page 057 for information on the next-generation
core banking system.

Development of Human Resources for Supporting
Sustainable Growth in a Digital Society

Accelerating digitalization at SMBC Group and contributing to
customers and society require all employees, not just those in
divisions dedicated to IT, to possess a digital-oriented mindset
and basic IT knowledge. At SMBC Group, the Digital University
has been established within core IT Group company The
Japan Research Institute, as an internal training institution for
promoting IT adoption and digitalization. The Digital University
provides training for all employees on digital IT literacy and on
IT adoption measures applicable to actual work.

We are also devoted to fostering human resources with
specialized skills. For this purpose, we offer a unique menu of
training programs including training based on the operations of
specific Group companies, curricula employing the expertise
gained from project case studies, and cutting-edge technology
workshops.

Cybersecurity

In recent years, cyber attacks have been rapidly becoming ever-
more serious and sophisticated. In order to respond to the risks
of such attacks, SMBC Group has strengthened cybersecurity
measures by defining cyber risks as one of its Top Risks and
establishing a Declaration of Cyber Security Management.
Seeking to facilitate management-led measures for
fortifying response frameworks, the general manager of the
System Security Planning Department has been appointed as
the Chief Information Security Officer (CISO) and positioned

under the Group CIO and the Group Chief Risk Officer

(CRO), and steps have been taken to clarify the roles and
responsibilities of the CISO. Furthermore, we have established
a computer security incident response team (CSIRT) and a
security operation center (SOC), and analyses are performed
on information regarding threats and observed cases collected
from inside and outside of the Group. The results of these
analyses, along with information on the status of security
measures currently being implemented, are discussed regularly
at meetings of the Board of Directors and the Management
Committee to drive ongoing improvements to our cybersecurity
measures.

The CSIRT is centered on the System Security Planning
Department, which possesses dedicated cybersecurity
functions. To ensure preparedness for cyber incidents, the
CSIRT coordinates with national government agencies as well
as with external institutions to share information on pertinent
topics such as cyber attack methods and vulnerabilities.

The SOC, which is centered on The Japan Research
Institute, is dedicated to continuously fortifying cybersecurity
monitoring systems to mitigate the ever-rising threat of cyber
attacks. Measures taken by the SOC include the integration
of the monitoring systems of Group companies and the
development of global systems for conducting monitoring on a
24-hours-a-day, 365-days-a-year basis.

SMBC Group’s Cybersecurity Governance System

Board of Directors / Management Committee
Group CIO Group CRO

CISO (Chief Information Security Officer)
System Security Planning Dept. J
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SOC (Security Operation Center)

Group companies and offices in Japan / overseas

CSIRT

(Computer Security Incident Response Team)

Government, law
enforcement
agencies

ISAC, industry
bodies

Security vendors,
experts etc.
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